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90% 180 

Source: 2024 Sonatype State of the Software Supply Chain® Report

Open source components 
make up

of the modern software application

The average modern 
software application has

open source components



Financial Services See Value in OSS



Confidence in OSS management is mixed



Organizations think they have their software 
supply chains under control, but the data 
disagrees

68%
of survey respondents 
were confident that their 
applications are not using 
known vulnerable libraries

68%
contained known 
vulnerabilities

but in a 
random sample 
of enterprise 
applications…



https://www.finos.org/dependency-consumption-analysis



Market Trends



Sonatype the 
Creators & Stewards 
of Maven Central 1.4TRILLION

In 2024, developers around 
the world made more than 

requests from Maven Central.

Statistics as of
1st March 2024

component versions 
stored in …

84k43.6TB13.2m
… of files 
representing 
approximately …

… namespaces / 
organizations / 
publishers





update
Versions



Maven Central Report for ACME Manufacturing



All Downloads mainly from The Desert

Total Downloads: 

100,540,786

Monthly Downloads: 

3,866,953

All Downloads via 
Nexus: 

0.95 %



All Vulnerable Downloads

Total Downloads: 

13,950,033

Average: Industry 10-15%

14%

Only Maven/Java

● 2.14.4-03
● 2.15.1-02
● 2.14.13-01

Repo Versions
● 3.39.0-01
● 3.38.1-01
● 3.34.0-01



Vulnerable 
Downloads by Month
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Downloads of Log4J CVE-2021-44228
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Critical
Vulnerable 
Downloads
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Risk

Top Downloaders: 

Gradle and Apache-Maven

Log4J Downloads 
Last 4 Months: 

97,313
% of Apache-Maven 
Log4J Downloads: 

91.2%



Downloads By IP
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Interesting Observations

Total Spring4Shell Downloads: 

16,587
Total AGPL Downloads: 

5,434
Downloads via unsupported instances: 

99.7%



Interesting Observations



Interesting Observations



● 3.34 – Sep. 2021

● 3.36 – Oct. 2021

● 3.43 – Nov. 2022

● 3.53 – May 2023

● 3.61 – Oct. 2023

Starting Observations

Current Version
3.65 – Feb. 2024



● Components 5+years old

● Multiple versions of same component

● Log4j-Core 1.2.16

What we saw



Landscape of OSS 
Supply Chain Attacks



In less than 12 months Sonatype discovered 
 350,000+ suspicious & malicious  packages. 



Organizations are 
protecting themselves from 
next-gen attacks with 
predictive security.



Avoid costly 
supply chain attacks

Stop known vulnerabilities 
from being downloaded

Predict zero-day and 
suspicious components

Happier developers

Understand why a 
component was blocked

Remediation and 
replacement guidance

Sonatype Repository 
Firewall

AI-Powered Software Supply Chain Security





Guidance for Developers



Call To Action

Today ACME Manufacturing are exposing themselves to a large 
amount of risk through multiple entry points into their SDLC. This 
problem can often be 10x for other ecosystems such NPM and PyPi as 
our report only describes the view from Maven Central.

1. Move to a central artifacts management system for proxy and build stages of SDLC.  
This will improve efficiency of build by not always fetching from public repo.

2. Reduce Technical Debt caused by old components, eg. 5+ years old
3. Eliminate the risk of malicious components entering the CI/CD pipeline from public 

repositories.
4. Configure and enable policies across the SDLC “cradle to grave”
5. Get control over downloads through your build systems, eg. Apache-Maven
6. Improve your position with ISO 27001 compliance audits
7. Reduce your vulnerable downloads from 11% to 0%.



SCA for FINOS





Overview



Report



Questions? 


