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Open source components The average modern
make up software application has

0% 180

of the modern software application open source components

Source: 2024 Sonatype State of the Software Supply Chain® Report O Sonatype



Financial Services See Value in OSS

88% of respondents 84% of respondents
say that using OSS | agree that using
‘-‘ oss delivers

\V’ business value

in their organization. to their organization.




Confidence in OSS management is mixed

How confident are you in your organization’s ability to control
which open source software components are used in a
development project? (select one)

N% 1% 4%

B Extremely confident M Somewhat confident [ Not very confident M Not at all confident B Don’t know or not sure

How confident are you that the open source components your
organization uses are maintained and up to date? (select one)

8% 4% 3%

B Extremely confident M Somewhat confident [ Not very confident M Not at all confident M Don’t know or not sure
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disagrees
of enterprise
applications are not using

Organizations think they have their software
68%
of survey respondents applications. .. contained known
known vulnerable libraries

supply chains under control, but the data
random sample
were confident that their vulnerabilities



DEPENDENCY CONSUMPTION
ANALYSIS

Blind spots exist for most organizations when it

comes to the enforcement of policies around
EXPLORING THE STATE OF THE third-party dependency consumption - whether

FINANCIAL SERVICES SOFTWARE e

SUPPLY CHAIN
The FINOS Dependency Consumption Analysis (DCA)

initiative powered by Sonatype provides a comprehensive
analysis of your organization's dependency management
FINOS Platinum and Gold Member Benefit practices, as observed through your download activity
from Maven Central.

https://www.finos.org/dependency-consumption-analysis QOsonatype
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Sonatype the
Creators & Stewards
of Maven Central

Statistics as of
1st March 2024

In 2024, developers around
the world made more than

1.4TRILLION

requests from Maven Central.

13.2m

component versions
stored in ...

43.0TB

... of files
representing
approximately ...

34k

... namespaces /
organizations /
publishers

O sonatype



Daily Version Percentage

Log4j Download Patterns
(Global Downloads)
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SOFTWARE SUPPLY CHAIN STATISTICS, 2023

2023 Annual Average Versions
Total Project ~ Request Volume YoY Project YoY Download Released per
Ecosystem Total Projects Versions Estimate Growth Growth Project
Java (Maven)
557k 12.2M 1.0T 28% 25% 22
JavaScript - . .
(npm) 2.5M 37M 26T 27% 18% 15
Python (PyPI)
475K 4.8M 261B 28% 31% 10
.NET (NuGet)
367K 6M 162B" 28% 43% 17
Total/ Avgs 3.9M 60M 471 29% 33% 15
1 Figure estimated using npm download counts to from January to August 2023 as queried from i git ounts.md
2 YoY growth estimated based on known PyP| downloads from January to August 2023 as queried from https://cor loud.google.c: public-data-pypi/

3 YoY growth estimated based on known NuGet Gallery downloads from January to August 2023 as queried from https://www.nuget.org/stats

QOsonatype




ACME

Maven Central Report for ACME Manufacturing

QO sonatype



All Downloads mainly from The Desert

Total Downloads:

All Downloads by Month

100,540,786

10M
By Monthly Downloads:
%
.D.. 6M
ag— 4M .
s I All Downloads via

Nexus:
O_Illlllllllllllllllll
Jan 2022 Jul 2022 Jan 2023 Jul 2023 0.95 %

Month Year
[0 safe [ Vvulnerable [ High [ Critical
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All Vulnerable Downloads Only Maven/Java

Total Downloads

Industry 10-15%

950,033

13,
Repo Versions
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Vulnerable
Downloads by Month

All Vulnerable Downloads
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Proprietary & Confidential Notice: This report and the information disclosed within is confidential and the
proprietary property of Sonatype, Inc. (“Sonatype”). This report may not be disclosed (in whole or in part) to

any third party without the prior written consent of Sonatype.
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Percentage Downloading most vulnerable versions of Log4j
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Downloads of Log4J CVE-2021-44228

Log4j Vulnerable Downloads
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org.springframework:spring-web:4.1.7. RELEASE
org.springframework:spring-beans:3.0.4.RELEASE
org.springframework:spring-beans:5.1.10.RELEASE
org.springframework:spring-expression:4.0.5.RELEASE
org.springframework.ws:spring-xml:2.2.0.RELEASE
io.netty:netty-codec-http:4.1.39.Final
org.seleniumhg.selenium:htmlunit-driver:2.30.0

) org.codehaus.jackson:jackson-mapper-asl:1.9.12
org.springframework.security:spring-security-web:3.2.5.RELEASE

j0.netty:netty-all:4.0.51.Final
Critical org.apachne,cghmzmons:commpns-text: 1.6

com.fasterxml.jacksor

org.postgresql:postgresql:42.2.18 (=)
Q

log4j:log4j:1.2
Vu I n e ra b I e com.thoughtworks.xstream:xstream:1.4.5
org.apache.cxf:cxf-core:3.4.4

org.yaml:snakeyaml:1.8
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Risk

Component Downloads

Top Downloaders:
Gradle and Apache-Maven

Log4J Downloads
Last 4 Months:

% of Apache-Maven
Log4J Downloads:

91.2%

O sonatype



Downloads By IP

Downloads by Top IP Addresses
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Proprietary & Confidential Notice: This report and the information disclosed within is confidential and the

proprietary property of Sonatype, Inc. (“Sonatype”). This report may not be disclosed (in whole or in part) to O SO n atype
any third party without the prior written consent of Sonatype.



Interesting Observations

Total Spring4Shell Downloads:

Total AGPL Downloads:

Downloads via unsupported instance

99.7%

QO sonatype



Interesting Observations

Log4j Vulnerable Downloads by Month
M Critical
M Vulnerable

Spring4Shell Downloads by Month
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Interesting Observations

Downloads with AGPL License by Month - (IP) 2023-Central-AGPL-Downloads

Component Downloads
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Month Year
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Starting Observations

0SS

3.34.0-01
3.53.1-02
3.43.0-01
3.61.0-02
3.36.0-01

3.34 — Sep. 2021
3.36 — Oct. 2021
3.43 — Nov. 2022
3.53 — May 2023
3.61— Oct. 2023

Current Version
3.65 - Feb. 2024

O sonatype



What we saw

® Components 5+years old

®  Multiple versions of same component

® | og4j-Core 1.216

5.

531 sasr
ovtv————t—_ W g dmaaity

org.Gpenapitools:openapi-generator-cli:6.4.0

gm0
.

\\\\\
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Landscape of OSS
Supply Chain Attacks

O sonatype



In less than 12 months Sonatype discovered

[S50/000FSISHICIGUSIEIANIGIons] packages.

serious consequences is flourishing

New dependency confusion attacks take aim at Microsoft, Amazon, Slack, Lyft,
and Zillow.

New Linux, macOS malware hidden in fake '
Browserify NPM package

6 official Python repgsitories plagued

with cryptomining malware

Discord-Stealing Malware
Invades npm Packages




Organizations are
protecting themselves from
next-gen attacks with
predictive security.

O sonatype



Al-Powered Software Supply Chain Security

Sonatype Repository

Firewall
Avoid costly
supply chain attacks Happier developers

Understand why a

Stop known vulnerabilities
component was blocked

from being downloaded

Remediation and

Predict zero-day and
replacement guidance

suspicious components

QO sonatype



New component
published

_________________________ | . | sonatype
'’ repository firewall

Sonatype uses Al
behavioral analysis to
evaluate component
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Guidance for Developers

A well-balanced authenticated source control
check-in process, including protection of the
source code repository. Recommended

Automatic static and dynamic vulnerability scanning on all components
of the system. They also recommend that “separate and higher quality
scanning tools should also be used within the product build environment.”

e ™

. . N
protections include a lot of all developers
and the components they download. '0" Employing both informal and
o O, formal code revi
0|"0|° reviews.
Oé/
: There are a number ,
| of practical mitigation \
. measures to mitigate The mapping of development efforts to

specific system requirements. This helps
avoid “feature creep” that could inject
vulnerabilities...

Condicting: Aighify the risk of intentional or

unintentional malicious

builds with security

regression tests.

code injection.
\ /

Hardening the development environment, using the similar
approaches one would use to the protection of production systems.

Continuous training for developers

in secure development practices.

Source: Securing the Software Supply Chain: Recommended Practices Guide for Developers.

QOsonatype




Call To Action

Today ACME Manufacturing are exposing themselves to a large
amount of risk through multiple entry points into their SDLC. This
problem can often be 10x for other ecosystems such NPM and PyPi as
our report only describes the view from Maven Central.

1.  Move to a central artifacts management system for proxy and build stages of SDLC.
This will improve efficiency of build by not always fetching from public repo.

2. Reduce Technical Debt caused by old components, eg. 5+ years old

3. Eliminate the risk of malicious components entering the CI/CD pipeline from public
repositories.

4. Configure and enable policies across the SDLC “cradle to grave”

5. Get control over downloads through your build systems, eg. Apache-Maven

6. Improve your position with ISO 27001 compliance audits

7. Reduce your vulnerable downloads from 11% to 0%.

QO sonatype



SCA for FINOS

O sonatype



Superior open source data service continuously refined by Al
machine learning, and world-class researchers powers our products.

DEPLOY OPERATE
Lol — [Tt
Sonatype =0
Repository Firewall @
Automatically spot PACKAGE A Yy,
and stop risk before l +
ﬁ entering your repository |l|||||||
BUILD Imml
g DEV l v r S )|
PUBLIC A\ @ L ) V <
0SS < / >
-GO REPOS f Sonatype Sonatype
N e Nexus Repository SBOM Manager

JS r
o N

Ol¢

Smart repository to
manage and build
artifacts, trusted by
more than 150K
organizations

Sonatype Container
Protection for container
network, process and
file system

Sonatype Lifecycle
Achieve faster release
velocity with reliable SDLC
security automation

SaaS tool to meet
Software Bill of
Materials compliance

QO sonatype



Overview

Results

Violations Components
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Report

Osonatype
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